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Secure Messaging

Technical requirements and security 

• Correctness 

• Authenticity 

• Privacy 

• Forward secrecy (FS) 

• Post-compromise security (PCS) 

• Immediate decryption and message-loss resilience 

• Randomness leakage/failures

Asynchronous communication and long-lived sessions
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Security analyses

• Full game-based analysis [EuroSP:CCDGS17]

• Modularization of the Double Ratchet [EC:AlwCorDod19] 
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The Double Ratchet

Abstraction from [EC:AlwCorDod19]: Secure Messaging (SM)
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Forward-Secure Authenticated 

Encryption with Associated Data
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Theorem [EC:AlwCorDod19]:
 If

CKA is -secure,ε1
FS-AEAD is -secure,ε2
PRF-PRNG is -secure, ε3

 then SM is -secure with:ε
 ε ≤ q2

e ⋅ (ε1 + qm ⋅ ε2 + ε3)

Even for a single session the theoretical security guarantees degrade (independent of the concrete building blocks)!

hardness of DDH, LWE, …

number of epochsqe =
number of queries in FS-AEAD gameqm =

Our goals 

• Lift definitions to the multi-user setting 

• Tight composition of building blocks 

• Tight proofs for concrete building blocks of the Double Ratchet protocol

tightness loss
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Theorem:
 If

CKA is -secure,ε𝗆𝗎
1

FS-AEAD is -secure,ε𝗆𝗎
2

PRF-PRNG is a random oracle, 

 then SM is -secure with:ε𝗆𝗎

 ε𝗆𝗎 ≤ ε𝗆𝗎
1 + ε𝗆𝗎

2 + 𝗇𝖾𝗀𝗅

Tight composition!
  Allows us to study  security for different instantiations.⇒ ε𝗆𝗎

1

hardness of DDH, LWE, …

mu =“multi-user” (here it means: multi-session)
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Evaluation

Adversarial resources 

• runtime  

• number of sessions 

• number of epochs (per session or total) 

• number of messages (per epoch or total) 

• [number of corruptions]

t

ε/t

small                 medium                large 

 2−64

 2−128

 2−196

Schemes (over an elliptic curve of size ) 

• Double Ratchet (DR) 

• Triple Ratchet (TR) 

• ElGamal-based Secure Messaging ( ) 

• Cramer-Shoup-based Secure Messaging ( )

p = 2256

𝖲𝖬𝖤𝖦
𝖲𝖬𝖢𝖲

[better]

[worse]

[target]
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