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Motivation and contribution

o Attribute-based encryption (ABE) offers secure access control on data 2. NST
@ Building secure schemes with advanced features for practice is difficult @?TZ]
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Motivation and contribution

o Attribute-based encryption (ABE) offers secure access control on data 2. NIST
o Building secure schemes with advanced features for practice is difficult @’?3

o ISABELLA: a framework for pairing-based ABE

» design of new schemes with practical features
> automated security analysis support QA
> intrinsic support for highly adaptive nature of advanced practical features

Direct result: improved and new efficient schemes with advanced features @
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High-level overview

@ Introduction to ABE
© Pairing-based ABE and pair encodings

© ISABELLA

o Wrapping up
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High-level overview

@ Introduction to ABE



Example: Ciphertext-policy attribute-based encryption (CP-ABE)
Setup:

Master key pair:
MPK,MSK

‘4%
Alice ——
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Key generation:

Master key pair:
MPK,MSK

doctor
Johns Hopkins Hospital
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Encryption:

Secret keys Bob: Master key pair:

doctor MPK,MSK

Johns Hopkins Hospital
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public key MPK
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Example: Ciphertext-policy attribute-based encryption (CP-ABE)

Encryption:

doctor

Secret keys Bob:

Johns Hopkins Hospital

‘ Policy: “doctor” V “nurse” ‘

Master key pair:
MPK,MSK

KGA
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Example: Ciphertext-policy attribute-based encryption (CP-ABE)

Secret keys Bob: Master key pair:

doctor MPK MSK
Johns Hopkins Hospital !

KGA

@ Alice =5

‘ Policy: “doctor” V “nurse” ‘
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Example: Ciphertext-policy attribute-based encryption (CP-ABE)

Decryption:

doctor

Secret keys Bob:

Johns Hopkins Hospital

‘ Policy: “doctor” V “nurse” ‘

Master key pair:
MPK,MSK

KGA
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Multi-authority CP-ABE

Secret keys Bob:
hospital: doctor
hospital: Johns Hopkins Hospital

|

G

Master key pair:
MPK;,MSK;

Hospital KGA

Master key pair:
MPK; MSK»

University KGA

‘ Policy: (“hospital: doctor” \V “hospital: nurse”) A “university: professor” ‘
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Multi-authority CP-ABE

Secret keys Bob:
d y Master key pair:

hospital: doctor MPK;,MSK;
hospital: Johns Hopkins Hospital '

|

Hospital KGA

Up -
Ny 57

ey
Ss;
S0,
r

\ Master key pair:
ou MPK5,MSK,
@ University KGA

‘ Policy: (“hospital: doctor” \V “hospital: nurse”) A “university: professor” ‘
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High-level overview

© Pairing-based ABE and pair encodings



Pairing-based ABE and pair encodings

o Pairing-based ABE is established: many desirable practical properties, high security
guarantees, and efficiency

TESEEEEII saeewa ACM CCS 2024 8/15



Pairing-based ABE and pair encodings

o Pairing-based ABE is established: many desirable practical properties, high security
guarantees, and efficiency

e Pair encodings: abstraction of many practical ABE schemes [Att14, Weel4, AC17]

k(a,r,b,S) = (o + rb, r, {rbi}ics)
c(s,s/,b,A) = (s, {\ib + sbi, s; }ica)
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Pair encodings and the symbolic property

OF=
]
Symbolic property [AC17, Ven23] I §

The symbolic property is a powerful tool to simplify design of schemes. J
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Pair encodings and the symbolic property

Implies strong notions of security [AC17, Ven23, dIPVA23]

‘ Broadly applicable ‘
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Pair encodings and the symbolic property

Implies strong notions of security [AC17, Ven23, dIPVA23]

’ Broadly applicable‘

Symbolic property [AC17, Ven23]

Automation support [dIPVA23]

\}

Can be preserved under transformations [AC17, Att19, VB24]

¢ O

The symbolic property is a powerful tool to simplify design of schemes. )
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High-level overview

© ISABELLA



The ISABELLA compiler

| Pair encoding scheme, extra info
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Only pose structural restrictions
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The ISABELLA compiler

| Pair eng)ding scheme, extra info|
X

Prove the symbolic property Only pose structural restrictions

ISABELLA@

Strong security guarantees

| Pairing-based ABE scheme|

The improvements compared to other compilers are the most notable in the input J
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Overview of ISABELLA input

Pair encodings [AC17]
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Overview of ISABELLA input

We first extend the class

PES-ISA

Pair encodings [AC17]
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Overview of ISABELLA input

We first extend the class

PES-ISA

Pair encodings [AC17]

Our “security core”
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Overview of ISABELLA input

Hash and group assignment functions [Ven23]

apply to

PES-ISA

Pair encodings [AC17]

Our “security core”
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Overview of ISABELLA input

New concept:
Split-predicate mold

Our “security core”
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Split-predicate molds for functional adaptivity

@ Functional adaptivity: adaptive nature of the key generation

o User can query key generation multiple times
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Split-predicate molds for functional adaptivity

@ Functional adaptivity: adaptive nature of the key generation
o User can query key generation multiple times

o Examples:

Multi-authority ABE Key updates
Ciphertext-policy Key-policy Attributes Labels

L0 O O
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High-level overview

o Wrapping up



Wrapping up

ISABELLA: a framework for pairing-based ABE
o design of new schemes with practical features

o automated security analysis support

D
2

@ intrinsic support for highly adaptive nature of advanced
practical features
~ Marloes Venema ISABELLA ACM CCS 2024
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Wrapping up

ISABELLA: a framework for pairing-based ABE
o design of new schemes with practical features
o automated security analysis support

@ intrinsic support for highly adaptive nature of advanced
practical features

PES-ISA ﬁﬁ
N

%4

D
2

ACM CCS 2024

15/15


https://eprint.iacr.org/2024/1352
https://github.com/lincolncryptools/ISABELLA

Wrapping up

ISABELLA: a framework for pairing-based ABE

o design of new schemes with practical features PES-ISA ﬁﬁ
o automated security analysis support Y _ ¥
@ intrinsic support for highly adaptive nature of advanced T

practical features

Links:
o Qur paper: https://eprint.iacr.org/2024/1352 W
@ Our code: https://github.com/lincolncryptools/ISABELLA =
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Some of the figures in these slides are from flaticon.com
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