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• ABE: powerful role-based access control on cryptographic level 

• ABE Squared   : systematic benchmarks & optimizations 

• Advanced features not considered 

• No structural optimizations
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• ABE: Scenario, Building Blocks, Our Scheme 

• Recap: ABE Squared 

• Our Structural Optimizations 

• Our Benchmarking Strategy 

• Evaluation & Results 

• Conclusion
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Optimizations & Benchmarking

• Focus: optimize key generation and encryption 

• shifting groups  

• Decryption: “as much as possible” 

• Evaluation: 

• 1 to 100 unique attributes 

• 3 schemes (Wat11, RW13, AC17) in 12 variants 

• Various curves

𝔾 ↔ ℍ

9

ABE Squared [1]

[1] ”ABE Squared: Accurately Benchmarking Efficiency of Attribute-Based Encryption”, de la Piedra et al., TCHES 2022
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Our Structural Optimizations
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• Parameter: n (many divisors)

Duplication Dimensions

18

Our Benchmarking Strategy
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• Six dimensions to systematically introduce duplications 

• Parameter: n (many divisors)

Duplication Dimensions

18

Our Benchmarking Strategy
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Overview

• Phase 1a: 

• Everything globally unique (⇒ ABE Squared) 

• Phase 1b:  

• Everything globally unique 

• Various negation degrees d:  

• Phase 2: 

• Explore all six dimensions

|𝒮 | = d ⋅ |policy |

19

Our Benchmarking Strategy
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Results

• Fully functional implementation in Rust 

• arkworks: BLS12-381 pairing-friendly curve 

• Criterion: benchmarking framework 

• Setup: AMD Server, Ubuntu 22.04 VM, 8 ph./16 v. cores, 32GB RAM 

• 6 opts  6 dimensions  #divisors(60)  … = huge data set 

• >18.000 data points (in artifact)

× × ×

21

Evaluation
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Phase 1a
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Phase 2 - Isolating what Matters
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24

Evaluation
Ti

m
e 

[m
s]

0

50

100

150

200

Number of authorities

1 2 3 4 5

opt0
opt1
opt2
opt3
opt4
opt5
opt6

Decryption, policy length = 60, positive literals



Security Engineering

RUHR-UNIVERSITÄT BOCHUM

ABE Cubed 17.09.2025Sven Argo

Phase 2

24

Evaluation
Ti

m
e 

[m
s]

0

50

100

150

200

Number of authorities

1 2 3 4 5

opt0
opt1
opt2
opt3
opt4
opt5
opt6

Decryption, policy length = 60, positive literals

21x speed-up



Security Engineering

RUHR-UNIVERSITÄT BOCHUM

ABE Cubed 17.09.2025Sven Argo

Phase 2

24

Evaluation
Ti

m
e 

[m
s]

0

50

100

150

200

Number of authorities

1 2 3 4 5

opt0
opt1
opt2
opt3
opt4
opt5
opt6

Decryption, policy length = 60, positive literals

21x speed-up 9x speed-up



Security Engineering

RUHR-UNIVERSITÄT BOCHUM

ABE Cubed 17.09.2025Sven Argo

Phase 2

24

Evaluation
Ti

m
e 

[m
s]

0

50

100

150

200

Number of authorities

1 2 3 4 5

opt0
opt1
opt2
opt3
opt4
opt5
opt6

Decryption, policy length = 60, positive literals

21x speed-up 9x speed-up

affects neg. 
only



Security Engineering

RUHR-UNIVERSITÄT BOCHUM

ABE Cubed 17.09.2025Sven Argo

Phase 2

24

Evaluation
Ti

m
e 

[m
s]

0

50

100

150

200

Number of authorities

1 2 3 4 5

opt0
opt1
opt2
opt3
opt4
opt5
opt6

Decryption, policy length = 60, positive literals

21x speed-up 9x speed-up

affects neg. 
only

“within” each 
authority



Security Engineering

RUHR-UNIVERSITÄT BOCHUM

ABE Cubed 17.09.2025Sven Argo

Phase 2

25

Evaluation

Sp
ee

d-
up

 F
ac

to
r

0

5,5

11

16,5

22

Duplication dimension

auth auth_lbl auth_val

1

opt1
opt2
opt3
opt4
opt5
opt6

Decryption, policy length 60, positive literals 



Security Engineering

RUHR-UNIVERSITÄT BOCHUM

ABE Cubed 17.09.2025Sven Argo

Phase 2

25

Evaluation

Sp
ee

d-
up

 F
ac

to
r

0

5,5

11

16,5

22

Duplication dimension

auth auth_lbl auth_val

1

opt1
opt2
opt3
opt4
opt5
opt6

Decryption, policy length 60, positive literals 

21x speed-up



Security Engineering

RUHR-UNIVERSITÄT BOCHUM

ABE Cubed 17.09.2025Sven Argo

Phase 2

25

Evaluation

Sp
ee

d-
up

 F
ac

to
r

0

5,5

11

16,5

22

Duplication dimension

auth auth_lbl auth_val

1

opt1
opt2
opt3
opt4
opt5
opt6

Decryption, policy length 60, positive literals 

21x speed-up

11x speed-up



Security Engineering

RUHR-UNIVERSITÄT BOCHUM

ABE Cubed 17.09.2025Sven Argo

Phase 2

25

Evaluation

Sp
ee

d-
up

 F
ac

to
r

0

5,5

11

16,5

22

Duplication dimension

auth auth_lbl auth_val

1

opt1
opt2
opt3
opt4
opt5
opt6

Decryption, policy length 60, positive literals 

21x speed-up

11x speed-up

<7%  
penalty (KG/E)



Security Engineering

RUHR-UNIVERSITÄT BOCHUM

ABE Cubed 17.09.2025Sven Argo

Phase 2

25

Evaluation

Sp
ee

d-
up

 F
ac

to
r

0

5,5

11

16,5

22

Duplication dimension

auth auth_lbl auth_val

1

opt1
opt2
opt3
opt4
opt5
opt6

Decryption, policy length 60, positive literals 

21x speed-up

<40%  
penalty (KG/E)

11x speed-up

<7%  
penalty (KG/E)



Security Engineering

RUHR-UNIVERSITÄT BOCHUM

ABE Cubed 17.09.2025Sven Argo

Phase 2

25

Evaluation

Sp
ee

d-
up

 F
ac

to
r

0

5,5

11

16,5

22

Duplication dimension

auth auth_lbl auth_val

1

opt1
opt2
opt3
opt4
opt5
opt6

Decryption, policy length 60, positive literals 

21x speed-up

<1%  
penalty (KG/E)

<40%  
penalty (KG/E)

11x speed-up

<7%  
penalty (KG/E)



Security Engineering

RUHR-UNIVERSITÄT BOCHUM

ABE Cubed 17.09.2025Sven Argo

Phase 2

25

Evaluation

Sp
ee

d-
up

 F
ac

to
r

0

5,5

11

16,5

22

Duplication dimension

auth auth_lbl auth_val

1

opt1
opt2
opt3
opt4
opt5
opt6

Decryption, policy length 60, positive literals 

21x speed-up

<1%  
penalty (KG/E)

<40%  
penalty (KG/E)

<1%  
slow-down (D)

11x speed-up

<7%  
penalty (KG/E)



Security Engineering

RUHR-UNIVERSITÄT BOCHUM

ABE Cubed 17.09.2025Sven Argo

Summary

• Only dimension auth, auth_lbl and auth_val relevant 

• Positive literals 

• opt3: up to 6x speed-up with <1% penalty on KG/E 

• opt4: up to 21x speed-up with <7% penalty on KG/E 

• Negative literals 

• opt5/opt6 have some undesirable trade-offs
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Key Take-Aways

• Expressive MA-CP-ABE scheme 

• New optimizations: fewer randomizers ⇒ fewer pairings  

• New benchmarking strategy 

• Six duplication dimensions (+ negations) 

• Full implementation and evaluation in Rust 

• Up to 21x speed-up with minimal overhead 

• Negations dampen speed-ups ⇒ future work

28

Conclusion

Full Paper
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