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Message-Layer Security (MLS)

• Encrypts data to subsets of group members who know a PKE secret key

• ACDT19: replacing PKE with an updatable PKE (UPKE) improves forward secrecy

  Follow-up works on UPKE (and UKEM), proposing stronger notions of security and post-quantum 
     constructions
⇒
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[ABL25] Lattices

Our Goal Lattices

[BFK+26] Isogenies

DH

Parameters do not 
provide forking security

Limited number of updates is 
acceptable for applications like MLS

Unbounded updates comes 
with efficiency penalty

DH

(    )
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New proof strategy: Shifty security instead of random self-reducibility 

• Updates change distribution of  

        we embed challenge as the update  instead of  as in [AFM24]

𝗌𝗄
⇒ 𝗌𝗄 𝗌𝗄i+1



/ 1211

Concrete Lattice-Based Instantiation

Key-Homomorphic PKE Proof of Knowledge



/ 1211

Concrete Lattice-Based Instantiation

• Based on CPA-secure UPKE from [APS23] 
Adapted proof to multi-challenge setting, 
which affects choice of parameters  

• Concrete parameters for the module LWE 
variant

Key-Homomorphic PKE Proof of Knowledge



/ 1211

Concrete Lattice-Based Instantiation

• Based on CPA-secure UPKE from [APS23] 
Adapted proof to multi-challenge setting, 
which affects choice of parameters  

• Concrete parameters for the module LWE 
variant

• Use “encrypt-to-the-sky” paradigm for straight-
line simulation-extractability  

• Estimate proof sizes via LaZer library [LSS24]

Key-Homomorphic PKE Proof of Knowledge



/ 1211

Concrete Lattice-Based Instantiation

• Based on CPA-secure UPKE from [APS23] 
Adapted proof to multi-challenge setting, 
which affects choice of parameters  

• Concrete parameters for the module LWE 
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• Estimate proof sizes via LaZer library [LSS24]

Our final scheme improves upon efficiency despite requiring larger parameters (for forking security) 

• For small number of updates: 61 KB [APS23] vs. 53 KB [ours] 

• Updates are performed differently and simpler NIZK statement
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