Secure Cloud Storage:
Modularization, Network Adversaries and Adaptive Corruptions

Jonas Janneck, Doreen Riepel
Ruhr University Bochum, CISPA

May 2026



Secure Cloud Storage:
Modularization, Network Adversaries and Adaptive Corruptions

2/16



Cloud Storage

2/16



Cloud Storage

0 MEGA Nextcloud

Seafile

@ iCloud




Attacks on E2EE Cloud Storage

4/18



Attacks on E2EE Cloud Storage

Caveat Implementor! Key Recovery Attacks on MEGA

Martin R. Albrecht!, Miro Haller?®, Lenka Marekova®®, and Kenneth G. Paterson?
Eurocrypt 2023

4/18



Attacks on E2EE Cloud Storage

MEGA: Malleable Encryption Goes Awry

Matilda Backendal, Miro Haller and Kenneth G. Paterson
Department of Computer Science, ETH Zurich, Zurich, Switzerland

S&P 2023

Caveat Implementor! Key Recovery Attacks on MEGA

Martin R. Albrecht!, Miro Haller?®, Lenka Marekova®®, and Kenneth G. Paterson?
Eurocrypt 2023

4/18



Attacks on E2EE Cloud Storage

MEGA: Malleable Encryption Goes Awry

The Hidden Number Problem with Small Matilda Backendal, Miro Haller and Kenneth G. Paterson
Unknown MultiplierS° Crypt analyzing MEGA in Department of Computer Science, ETH Zurich, Zurich, Switzerland

Six Queries and Other Applications S&P 2023

Keegan Ryan and Nadia Heninger

University of California, San Diego

PKC 2023

Caveat Implementor! Key Recovery Attacks on MEGA

Martin R. Albrecht!, Miro Haller?®, Lenka Marekova®®, and Kenneth G. Paterson?
Eurocrypt 2023

4/18



Attacks on E2EE Cloud Storage

MEGA: Malleable Encryption Goes Awry

The Hidden Number Problem with Small Matilda Backendal, Miro Haller and Kenneth G. Paterson
Unknown MultiplierS° Crypt analyzing MEGA in Department of Computer Science, ETH Zurich, Zurich, Switzerland

Six Queries and Other Applications S&P 2023

Keegan Ryan and Nadia Heninger

University of California, San Diego

PKC 2023
Caveat Implementor! Key Recovery Attacks on MEGA
Share with Care:
Breaking E2EE in Nextcloud Martin R. Albrecht!, Miro Haller?®, Lenka Marekova®®, and Kenneth G. Paterson?
Eurocrypt 2023
Martin R. Albrecht Matilda Backendal Daniele Coppola
King’s College London Department of Computer Science Department of Computer Science
London, UK ETH Zurich, Switzerland ETH Zurich, Switzerland

Kenneth G. Paterson
Department of Computer Science
ETH Zurich, Switzerland

S&P 2024 4/18



Secure Cloud Storage:
Modularization, Network Adversaries and Adaptive Corruptions

5/16



Secure

5/16



Formal Model

A Formal Treatment of
End-to-End Encrypted Cloud Storage

Matilda Backendal® !, Hannah Davis?, Felix Giinther® 3,
Miro Haller® # and Kenneth G. Paterson® !

Crypto 2024

6/18



Formal Model

A Formal Treatment of
End-to-End Encrypted Cloud Storage

Matilda Backendal® !, Hannah Davis?, Felix Giinther® 3,
Miro Haller® # and Kenneth G. Paterson® !

Crypto 2024

» Syntax including: upload, download, update, share

6/18



Formal Model

A Formal Treatment of
End-to-End Encrypted Cloud Storage

Matilda Backendal® !, Hannah Davis?, Felix Giinther® 3,
Miro Haller® # and Kenneth G. Paterson® !

Crypto 2024

» Syntax including: upload, download, update, share

» Security model (E2E) capturing real-world systems and attacks

6/18



Formal Model

A Formal Treatment of
End-to-End Encrypted Cloud Storage

Matilda Backendal® !, Hannah Davis?, Felix Giinther® 3,
Miro Haller® # and Kenneth G. Paterson® !

Crypto 2024

» Syntax including: upload, download, update, share
» Security model (E2E) capturing real-world systems and attacks

« Server control and non-atomic execution

6/18



Formal Model

A Formal Treatment of
End-to-End Encrypted Cloud Storage

Matilda Backendal® !, Hannah Davis?, Felix Giinther® 2,
Miro Haller® * and Kenneth G. Paterson® !

Crypto 2024

» Syntax including: upload, download, update, share
» Security model (E2E) capturing real-world systems and attacks
« Server control and non-atomic execution

* Notions: Correctness, Confidentiality, Integrity

6/18



Formal Model

A Formal Treatment of
End-to-End Encrypted Cloud Storage

Matilda Backendal® !, Hannah Davis?, Felix Giinther® 2,
Miro Haller® * and Kenneth G. Paterson® !

Crypto 2024

» Syntax including: upload, download, update, share

» Security model (E2E) capturing real-world systems and attacks
« Server control and non-atomic execution

* Notions: Correctness, Confidentiality, Integrity
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X, : client secret X - server secret

(auth,, st) « Init(x_, aux)
auth;,

>

auth, « Resp(auth, x,)

auth,
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y < Fin(auth,, x_, st)

» Client outputs a secret y
» Server has no output
 Client secret can be password
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» QOutsider one-wayness

 No server control but oracle to execute server actions
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Network Adversary OUT-OW X X v
External Adversary (C2S in [BDGHP24]) Weak-OW X v v

» Offline query resistance in external model can be achieved with hash functions only
* Network adversary model needs 2HDH and server authentication

- Additionally define explicit client authentication (achieved via MAC)
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