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Formal Model

• Syntax including: upload, download, update, share
• Security model (E2E) capturing real-world systems and attacks
• Server control and non-atomic execution
• Notions: Correctness, Confidentiality, Integrity
• Selective corruptions vs. adaptive corruptions
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• Commitment problem: reduction needs 
to choose master key during registration
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• Outsider one-wayness
• No server control but oracle to execute server actions



/ 1615

Secure Cloud Storage:
Modularization, Network Adversaries and Adaptive Corruptions



/ 1615

Secure Cloud Storage:
Modularization, Network Adversaries and Adaptive Corruptions



/ 18

𝖢𝟣

𝖢𝟦𝖢𝟤

𝖢𝟥

𝖲

16

Network Adversaries

• Weaker model -> (potentially) better security bounds
• Offline query resistance for passwords

Honest Clients Compromised Clients



/ 1816

Network Adversaries

• Weaker model -> (potentially) better security bounds
• Offline query resistance for passwords

E2EE Model

𝖢𝟣

𝖢𝟦𝖢𝟤

𝖢𝟥

𝖲

Honest Clients Compromised Clients



/ 1816

Network Adversaries

• Weaker model -> (potentially) better security bounds
• Offline query resistance for passwords

External Adversary

𝖢𝟣

𝖢𝟦𝖢𝟤

𝖢𝟥

𝖲

Honest Clients Compromised Clients



/ 1816

Network Adversaries

• Weaker model -> (potentially) better security bounds
• Offline query resistance for passwords

𝖢𝟣

𝖢𝟦𝖢𝟤

𝖢𝟥

𝖲

Network Adversary

Honest Clients Compromised Clients



/ 1817

Models and Instantiations



/ 1817

Models and Instantiations

External Adversary (C2S in [BDGHP24])

Network Adversary
E2EE (C2C in [BDGHP24])

Model Auth notion
Offline Query Resistance

SimpleHash TripleHash 2HDH + Sig



/ 1817

Models and Instantiations

External Adversary (C2S in [BDGHP24])

Network Adversary
E2EE (C2C in [BDGHP24]) INS-OW

Model Auth notion
Offline Query Resistance

SimpleHash TripleHash 2HDH + Sig



/ 1817

Models and Instantiations

External Adversary (C2S in [BDGHP24])

Network Adversary
E2EE (C2C in [BDGHP24]) INS-OW

Model Auth notion
Offline Query Resistance

SimpleHash TripleHash 2HDH + Sig



/ 1817

Models and Instantiations

• Offline query resistance in external model can be achieved with hash functions only

External Adversary (C2S in [BDGHP24])

Network Adversary
E2EE (C2C in [BDGHP24])

Weak-OW

INS-OW

Model Auth notion
Offline Query Resistance

SimpleHash TripleHash 2HDH + Sig



/ 1817

Models and Instantiations

• Offline query resistance in external model can be achieved with hash functions only

External Adversary (C2S in [BDGHP24])

Network Adversary
E2EE (C2C in [BDGHP24])

Weak-OW
OUT-OW

INS-OW

Model Auth notion
Offline Query Resistance

SimpleHash TripleHash 2HDH + Sig



/ 1817

Models and Instantiations

• Offline query resistance in external model can be achieved with hash functions only
• Network adversary model needs 2HDH and server authentication

External Adversary (C2S in [BDGHP24])

Network Adversary
E2EE (C2C in [BDGHP24])

Weak-OW
OUT-OW

INS-OW

Model Auth notion
Offline Query Resistance

SimpleHash TripleHash 2HDH + Sig



/ 1817

Models and Instantiations

• Offline query resistance in external model can be achieved with hash functions only
• Network adversary model needs 2HDH and server authentication

• Additionally define explicit client authentication (achieved via MAC)
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