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Password Authenticated Key Exchange from Group Actions ?

Difficulties (e.g., [AJKT20])

e Limited structure of the group action
e Special properties of CSIDH

= Known DH-based constructions cannot be directly translated to the group action setting

Generic Constructions

e Quite inefficient construction using OT
e Unclear how to use the HPS of [ADMP20]
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Group Action
Let (G, ) be a group with identity element id € G, and X aset. Amapx:Gx X — X is a
group action if it satisfies the following properties:

1. Identity: id xx = x for all x € X.

2. Compatibility: (g-h)xx =g« (h*x) forall g,h€ G and x € X.

Technical Assumptions
e G and X are finite.
e G is commutative.
e x:Gx X — X is regular.

e A distinguished element X € X’ (“origin”).

/\ In general, we cannot combine two elements of the set X!
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The CSIDH Group Action

CSIDH [CLM™18] can be seen as a restricted effective group action [ADMP20]:
G = corresponds to isogenies between elliptic curves
X = supersingular elliptic curves over [F,,

Computational Assumptions
e DLOG: Given gx X € X, it is hard to find g € G.
e CDH: Given (g * X, hxX) € X2, it is hard to find z=ghx X € X.
e DDH: Given (g X, hx %, ghx%) € X3 or (g% X, hx%, uxX) € X3, decide which is the case.
e Strong/Gap CDH: same as CDH but with access to a decision oracle DDH, where
1 CDH(x,y)==z

DDH(x,y,z) =
0 otherwise
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Password-Authenticated Key Exchange (PAKE)

Focus

o balanced PAKE 4ABQ Ma . ) s
e BPR security model (game-based) with Ny - Ms @
extension to multiple test queries Alice (pw) Bob (pw)

o perfeet weak forward secrecy

AB Orp;

Adversary (pw)
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How Not To Construct a CSIDH-PAKE (1/3)!

Encrypted Key Exchange (EKE) by Bellovin and Merritt 92

Alice A Bob B
pw € PW
ad g Encpu(xa) b& G
Xp = ax X xg = bx X
Encpw(x8)
K = axxg K = b*xxa

Offline Dictionary Attack: Decrypt messages and check if the output lies in X
(is a supersingular curve).

! Azarderakhsh et al., https://eprint.iacr.org/2020/361.pdf
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Simple Password Exponential Key Exchange (SPEKE) by Jablon '96

Alice A Bob B
pw € PW
x=G(pw) € X x=G(pw) e X
ad g a b<& G
XA = a* X - > xgi=bx*x
XB
Z = a*Xxg z:=bxxp
K :=H(A, B, xa, xg, pw, z)

Problem: A hash function G : PW — X s still an open problem for CSIDH [BBD 22, MMP22].
No trivial translation of other DH-based approaches, e.g. SPAKE(2), TBPEKE, CPace, JPAKE.
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oup Action PAKE

Our

Idea: Replace the hash function by a bit-by-bit approach.

Alice A Bob B
crs = (x0,x1) € X2,
pw = (B, ..., Be) € {0,1}¢

(a1, ..., ag) ¢ G* (byy ey by) < G

for ie[¢ for i e[

el XA = (Xa,15 -+ XA ) ield
XA,i = aj * X, _— Xg,i = bj x xg,

xg = (X8,1, -+, X8,¢)

for i € [(] for i € [(]

Zi = aj* XB zj = bi* xp i
K == H(A,B, xa, X8, pW, 21, . . - , Z¢)
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K = H(A, B, xa, X8, pW, 21, ..., 2¢)
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(In)Security of our Protocol

Alice A Bob B
Security against Passive Adversaries ers = (x0,x1) € A2,
pw = (B, ..., Be) € {0,1}¢

e secure under Strong CDH + ROM

(a1, .y 20) & G (br, .oy be) & G*
. . . . for i e [(] R for i e [{]
Security against Active Adversaries Xaj = aikxg T g = by x X,
XB = (XB,la .N.,XB,[)
e secure under Strong Simultaneous DH + ROM for i € [£] for i € [(]
Zj = aj*x Xg, zi = bj x xa;

e but: insecure when instantiated with CSIDH
K = H(A, B, xa, X8, pW, 21, ..., 2¢)

Additional Structure of the CSIDH Group Action

e For any x € X, we can efficiently compute its twist denoted by x‘.

1

e Let x = g X, then x* = g7' x X. In particular X = X.
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Twists yield an Offline Dictionary Attack!

Alice A Adversary B
crs = (xp,x1) € X2,
pw :/36{0~1}
asd g b&- G
XA " 1
XA = a* Xg —— xg = bx(xa) = bx(a P xxf)
XB
zZ=axxg 29 = b*x¢
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How Not To Construct a CSIDH-PAKE (3/3)

Twists yield an Offline Dictionary Attack!

Alice A Adversary B
crs == (xo, x1) € X2,
pw =3 € {0~ 1}
asd g b&- G
XA ¢ 1
Xp = ax Xg — xg = bx*(xa) = bx(at*x})
XB
zZ=axxg 29 = b*x¢
ax(ba=lxx}) 71 = bxxf
= b x xt
Kag = H(A, B, xa, xg, pw, Z) for 3 € {0,1}
K’ :=H(A, B, xa, x8, pw, Z3')
Check K' = KAB

10
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1. Use a Commitment (Com-GA-PAKE)

e The server commits on its message using a hash function (random oracle).

e An adversary cannot choose xg depending on the user's message.

2. Use “Cross-Terms” (X-GA-PAKE)

e Double the communication and combine elements in three ways.

e A can compute at most two of the three combinations.

11



Com-GA-PAKE
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(a1, -y ar) < G°
for i € [(]
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Bob B
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I T\ DAL

Xg = (XB,1~, ~~’XB,/,)
— e
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XB,i = bj* xg,

for i € [{]

zi = bj *x xp
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Com-GA-PAKE

Alice A Bob B

crs == (xo,x1) € X2,
pw = (B, ..., Be) € {0, 1}

(a1, .., a¢) <+ G (b, ... by) & G
ez sl for i € [(]
Xaj = a; * X, X, = bj % X3,
<oome com = G(xg.1, .-, X8 1)
xa = (Xa15 -5 XA 0)
xB = (XB,1, -, XB,¢)
for i € [(] for i € [4]

Zj = aj * XB,; 2 = by % Xa;

K == H(A, B, xa, xg, pW, 21, ..., Z¢)
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Com-GA-PAKE

Alice A Bob B

crs == (xo,x1) € X2,
pw = (B, ..., Be) € {0,1}*

(a1, ., 30) & G (br, s b) & G
for i € [(] for i € [{]
XA,i = aj * Xg; Xg,i = bi * xg,

com ,
Lo com = G(XB_1, .-, XB.¢)

Xa = (X150 Xa,0)
if com = G(xg.1,..., XB.¢) w
for i € [(] for i € [{]

Zj = a; % X, zi = bj % xa,i

K == H(A, B, xa, xg, pW, 21, ..., Z¢)

12



Security of Com-GA-PAKE

Security against Passive Adversaries:

Alice A Bob B

e secure under Strong CDH 4+ ROM s e (o) € 2
pw = (B1, ..., Be) € {0,1}*
(by, ..o by) & G
for i € (]
Xg,i = bj * xg,

(a1, .-, ar) & G* om com = G(xg 1 XB.¢)
for i € [(] XA = (XA,1, s XA£)

XA = aj * Xg, T EEEE—

xg = (Xg.1, - XB.¢)

if com = G(xg 1 B.0)

for i € [{] for i € [(]

Zj = aj *x XB,i zi = bjxxa,i
K == H(A, B, xa, xg, com, pw, z1, ..., 2;)

13
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e secure under Strong Interactive
Simultaneous DH 4+ ROM

Alice A Bob B
crs == (x,x1) € X2,
pw = (B1, ..., Be) € {0,1}*
(by, ... bg) & G
for i e [(]
xg,i ‘= bj* xg,

(a1, .-, ar) & G* SR ¢ O ) M com = G(xg 1
for i€ [(] XA = (XA, 0 XA 0)

Xpi = aj * Xg; O EEE—

Xg = (XB,1, - XB,0)

if com = G(xg 1 XB,¢)

for i e [(] for i € [(]

Z = aj *x Xg,i z; = b x Xp i
K = H(A, B, xa, xg, com, pw, z1, ..., 2;)
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Security against Active Adversaries:

e secure under Strong Interactive
Simultaneous DH 4+ ROM
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(0. 81) < G2 & &

- r
£4g g*%
Output 1 if 20,741
20 =88 ' *y
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Security against Active Adversaries:

e secure under Strong Interactive
Simultaneous DH 4+ ROM

8o *x X, 81 x X

y

-—

g4 g+ %

_

(0. 81) < G2

Output 1 if 20,741

20=gg; ' *y
7 =gg txy

ISimDH A

Alice A

(a1, 20) & G

for i € [{]
Xp,i = ik Xg;
if com = G(xg 1
for i e [(]

Zj = aj % XB,;

Bob B
crs == (x,x1) € X2,
pw = (B1, ..., Be) € {0,1}*
(by, ... be) & G

for i e [(]
xg,i ‘= bj* xg,
com com = G(xg 1
XA = (Xa,1, -5 XA 2)
B.¢)
for i € [(]

z; = b x Xp i

K = H(A, B, xa, xg, com, pw, z1, ..., 2;)

Main idea: If A queries H on two different passwords, we can solve ISimDH.
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com com = G(xg 1
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for i € [(]
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Main idea: If A queries H on two different passwords, we can solve ISimDH.

e Proof requires guessing (non-tight).
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Security of Com-GA-PAKE

Security against Active Adversaries:

d S I . Alice A Bob B
e secure unaer Strong Interactive ars = (0 ) € A2,
Simultaneous DH + ROM pw = (B, .., Be) € {0,1}"
(by, ... be) & G
q for i e [(]
ISimDH A xg,i ‘= bj* xg,
a8 8o x X, g1 % X (a1, .y ar) & G* oM  com=G(x1,-X
(go"gl) &g for i € [{] XA = (Xa,1, -5 XA ()
y XA,i ‘= aj % Xg; _—
~ ‘ Xg = (XB,I- ~~-7XB,£)
g G gxX Tem=@amesad ©
- for i € [{] for i € [{]
Output 1 if 20,4 2Zj = aj * XB,i 2z = by x Xp;
Zo = ggffl *y K := H(A, B, xa, X8, com, pw, z, ..., Z¢)
zn=gg txy

Main idea: If A queries H on two different passwords, we can solve ISimDH.

e Proof requires guessing (non-tight).

e Strong ISimDH reduces to GapCDH (using rewinding). 5



X-GA-PAKE

Alice A Bob B

crs = (xp, x1) € A2,
pw = (817 .‘.7“3[) € {O’ 1}/ ,
(a1, ..., a0) & G* (b1, ... by) - G

for i € [(] = (x ) for i € [(]
XA,i = aj * Xg; A = (Xa,15-5 XA L xg,i = bj x xg,

XB = (XB,17 ---7XB,£)
for i € [{] for i € [{]
zi = aj %X, zj = bixxp;

K == H(A, B, xa, X8, pW, 21, -.., 2)
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crs = (xp, x1) € A2,
pw = (S, ..., Be) € {0, 1}4

(a1, ..., ar) & G° (b1, ..., be) < G*
(81,...,8¢) < G (b, ..., by) & ¢
for i € [(] for i € [(]

XA = (XA1, - XA L0
Xp,i = @i * Xp; LS XB,i = bi % xg,

xg = (XB,1; - XB,¢)
for i € [{] for i € [{]
zi = aj %X, zj = bj*xp;

K = H(A, B, xa, xg, pW, Z1, ..., )
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crs = (xp, x1) € A2,
pw = (S, ..., Be) € {0, 1}4

(a1, a0) & G* (by,.... by) < G*
(81,...,8¢) < G (b, ..., by) & ¢
forie [l for i e [¢
as ::[ ]al_ s XA = (Xa,1, -y XA 0) oy ::[ ]bi X,
Rni = 4 % Xg g, = bj*x
xg = (X8,1, - XB,2)
for i € [{] for i € [{]
Zi = ajx X, zi = bixxa,

K = H(A, B, xa, xg, pW, Z1, ..., )
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(81,...,8¢) < G (b, ..., by) & ¢
for i € [{] X = (Xh1s e X003 R s oo B ) for i € [{]
Xp,i = @i * Xg; A o Xg,i = bj * xg,
Rni = 4 % Xg g, = bj*x
X = (XB,1, s XB,6, XB.1. - KB.1)
for i € [{] for i € [{]
Zi = ajx X, zi = bixxa,

K = H(A, B, xa, xg, pW, Z1, ..., )
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X-GA-PAKE

Alice A Bob B
crs = (xp, x1) € A2,
pw = (By, .., B) € {0, 1}
(a1, ) & G (br, ., be) & G°
(81,...,8¢) < G (b, ..., by) & ¢
for i € [(] a = (x a2 ) for i € [(]
o e s A = (XA o0 XA, XA L5 oo XA Yo = bk xg,
X,\»,‘ E 5, * X3 /\/\\/FL,/ E b x X
Xg = (XB,15 -+ XB,6, <81, -, XB.0)
for i € [{] for i € [{]
z; = (a; * XB,i, 4 * XB,i, zj = (bi * Xa,i» bj * %a. i,
aj * Xg,i) i+ xn.i)
K = H(A,B, xa, X8, pW, 21, ..., 2)

14



Security of

Security against Passive Adversaries Alice A Bob B
crs == (xg, x1) € X2,
° pw = (B, ..., Be) € {0, 1}
secure under Strong CDH + ROM (s 20) & G (bus o) & G
(81 ar) g (b by) g
for i € [(] _ . for i € [(]
Xp,i = ai * Xg, 5 = By Xt ) xg,i = bj x x,
B
Xg = (X1, XB ¢ B,0)
for i € [(] for i € [(]
z; = (3j % Xg,i, 8i * X zp = (bjx xa,i, b+ 5
* %8,i) bi % xn.i)
K :=H(A,B, xa, X8, pW, 21, ..., Z¢)

15



Security of

Security against Passive Adversaries Alice A e Bob B
crs == (xp, x1) € X%,
pw = (B, ..., Be) € {0, 1}
e secure under Strong CDH + ROM (o, 20) & G ot (bus o ) & G
(81, .-, 80) & G (by, ... b)) < G
. . . . for i € [(] - . ) for i € [(]
Security against Active Adversaries Xn i = a7 % X, D= e W Xa,i = by * X5
e secure under Strong Square-Inverse X5 = (8,1, %8,6, 86,1, - 5.0)
for i € [(] for i € [(]
DH + ROM z; = (3j % xg,i, 8i * X z; = (bi % xa,i, b * X
x Xg,i) bi % xai)
K :=H(A,B, xa, X8, pW, 21, ..., Z¢)

15



Security of

Security against Passive Adversaries Alice A e Bob B
crs == (xp, x1) € X%,
= (B1. Be) € {0,1}
e secure under Strong CDH + ROM o) 6 6° pu = (B, e ey
(&1 ar) g (b by) g
. . . . for i € [(] _ . for i € [(]
Security against Active Adversaries Xai = 3% X, = P ) X1 = bixxs
e secure under Strong Square-Inverse X5 = (8,1, %8,6, 86,1, - R5.0)
for i e [(] for i e [(]
DH + ROM z; = (3j % Xg,i, 8i * X z; = (bi % xa,i, b * X
e given (g x X) compute (y, 29, z1) ) B
h th ; K :=H(A,B, xa, X8, pW, 21, ..., Z¢)
such tha
z0=g"*y
z=gtxy

15



Optimizations



Decrease the Communication a omputation Cost

Alice A Bob B

crs == (x0,x1) € X2,
pw = (B, ., Be) € {0, 1}

(a1, ..., ar) & G* (b1, ..., by) & G
for i € [{] X = (Xa1, ooy Xa) for i € [(]
XA = ai kX ———— XB,i = b; * Xg;

xg = (XB,1, - XB,¢)
for i € [{] for i € [(]

Zj = aj * XB,i zZj == b,‘ * XA, i

K = H(A, B, xa, X8, pW, 21, ..., Z¢)
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Decrease the Communication a

omputation Cost

Alice A Bob B

crs == (X0, X1, oy Xp—1) € X",

pw = (81, ..4.54) (S {0. 1}l
(31, coog a/;) é gé

for i € [{]
XA, = aj * Xg;

(b1, ..., by) & G

for i /

XA = (XA,h ---,XA,e) orre [[]
—_— XB,i = b,' * Xg;
X = (XB,17---7XB,2)
for i € [{]

Zj = aj * Xg,j

for i € [(]
Zi ‘= b,‘ * XA, i

K = H(A, B, xa, X8, pW, 21, ..., Z¢)

16



Decrease the Communication a omputation Cost

Alice A Bob B
crs == (X0, X1, oy Xp—1) € X",
pw = (f1,....,0¢) € {0,1,...,n — 1}
(a1, ..., ar) & G* (b1, ..., by) & G
for i € [{] X = (Xa1, ooy Xa) for i € [(]
XA = ai kX ———— XB,i = b; * Xg;
XB = (XB,lv--wXB,Z)
for i € [{] for i € [(]
Zj = aj * XB,i zZj == b,‘ * XA, i
K = H(A, B, xa, X8, pW, 21, ..., Z¢)

16



Decrease the Communication a

omputation Cost

Alice A

(31,“.,3/]) égé
for i € [{]

XA, = aj * Xg;

for i € [{]
Zj = aj * XB,i

crs = (X0, X1y o0y Xp—1)

pw = (1, ..., Be)

Bob B
)e X",

{0,1,...,n— 1}

(b1, ..., be) < G*

Xp = (Xa,15 s Xa,0) for i € [(]

— XB,i = b,' * Xg;

xXB = (XB,17 ---7XB,Z)
[P S
for i € [(]
Zi ‘= b,‘ * XA, i

K = H(A, B, xa, X8, pW, 21, ..., Z¢)

= By increasing the number of public parameters n, we can choose a smaller /.
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Use Twists in the Setup

Alice A Bob B

crs == (X, X1, -y Xn—1) € X",
pw = (By, .., Be) € {0,1, ..., n — 1}*

(a1, - ar) & G* (by, ..., be) & G*
for i € [(] XA = (XA1, o0 Xa) for i € [{]
Xpi = aixXg ———————————> XB,i — b,‘ * XB;
xg = (XB,1, .-, XB,¢)
for i € [(] for i € [{]
Zj = aj * XB,i zj = bj * xp,i

K = H(A, B, xa, xg, pW, 21, ..., Z)

17



Use Twists in the Setup

Alice A Bob B
crs = (Xo, X1, .oy Xp/2—1) € X2

pw = (81, ..., Be) € {0,1,....,n — 1}*

(a1, - ar) & G* (b1, by) < G*
for i € [(] XA = (XA1, o0 Xa) for i € [{]
Xpi = aixXg ———————————> XB,i — b,‘ * XB;
xg = (XB,1, .-, XB,¢)
for i € [(] for i € [{]
Zj = aj * XB,j Zj == b,‘ * XA i

K = H(A, B, xa, xg, pW, 21, ..., Z)

Here we implicitly define x, /5, := x{ for i € {0,1,...,n — 1}.

17



Comparison of Com-GA-PAKE and X-GA-PAKE

Using OT
[CDVW12, LGd21]

Com-GA-PAKE X-GA-PAKE

Set Elements
Evaluations

Rounds

Security Assumption

Tight

Here we assume PW C {0,1}'% for all schemes, i.e.,

e ( = 128 for the OT-based construction
e /=16, n = 8 for our optimized variants

18
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Using OT

Com-GA-PAKE X-GA-PAKE
[CDVW12, LGd21] om
Set Elements 384 16 32
Evaluations 1408 32 80
Rounds 4 3 1
Security Assumption CDH Gap CDH Strong Square-Inverse

Tight

Here we assume PW C {0,1}'% for all schemes, i.e.,

e ( = 128 for the OT-based construction
e /=16, n = 8 for our optimized variants
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Comparison of Com-GA-PAKE and X-GA-PAKE

Using OT

[CDVW12, LGd21] Com-GA-PAKE X-GA-PAKE
Set Elements 384 16 32
Evaluations 1408 32 80
Rounds 4 3 1
Security Assumption CDH Gap CDH Strong Square-Inverse
Tight no no yes

Here we assume PW C {0,1}'% for all schemes, i.e.,

e ( = 128 for the OT-based construction
e /=16, n = 8 for our optimized variants

18



Outlook and Conclusion



Follow-Up and Open Questions

(1) Security proof in the QROM

e Need a stronger assumption [DHKKLR22b]: CDH with oracle access to a quantum DDH
oracle, i.e., DDH(x,|),|)) — |b)

e Alternative: use an additional round of key confirmation!
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(1) Security proof in the QROM

e Need a stronger assumption [DHKKLR22b]: CDH with oracle access to a quantum DDH
oracle, i.e., DDH(x,|),|)) — |b)

e Alternative: use an additional round of key confirmation!

(2) Analysis of our assumptions

e Use a (quantum) GGM and AGM for group actions [MZ22, DHKKLR22a]
e In the AGM Square-Inverse DH is equivalent to DLOG

(3) PAKE in practice and further efficiency improvements

(4) Asymmetric PAKE from group actions
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Results

e Group actions with twists as abstraction for CSIDH
e The first direct constructions and provably secure PAKE protocols from CSIDH

e Better efficiency than generic constructions, e.g. based on OT
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Results

e Group actions with twists as abstraction for CSIDH
e The first direct constructions and provably secure PAKE protocols from CSIDH

e Better efficiency than generic constructions, e.g. based on OT

Thank you!

ePrint: ia.cr/2022/770 ] doreen.riepel@rub.de
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Elliptic Curves

An Elliptic Curve E over F « is defined by an equation

p

E:y?>=x3+ax+b, 5@

where 423 +27b% # 0.

e Points of E form an additive group (with identity element o).
= Classical ECC

e An isogeny is a non-zero group homomorphism between elliptic curves ¢ : E — E’.
The degree of ¢ is deg(¢p) = # ker(¢) (for separable isogenies).



CSIDH Isogeny Graph

Isogeny graph over Fy19

vertices: supersingular elliptic curves over F,, (with
prescribed endomorphism ring)
e cardinality: O(,/p) over I,

e labelled by Montgomery coefficient A
= Ep:y?=x3+ Ax®> +x



CSIDH Isogeny Graph

Isogeny graph over Fy19

vertices: supersingular elliptic curves over F,, (with
prescribed endomorphism ring)

e cardinality: O(,/p) over I,

e labelled by Montgomery coefficient A
= Ep:y?=x3+ Ax®> +x

edges: isogenies of degrees /1,..., /¢, for small odd
primes /;

e 2-regular for each ¢;
e directed graph

e dual isogenies allow to go back



CSIDH protocol

Setup
e primep=4-/(;---f,—1, where l1,...,¢, are small odd primes.

o Ey:y?>=x3+ x over F,.

o X ={E:y?=x3+ Ax? + x supersingular, A € F,,}
e M={—m,..., m} small range
e G={(l1,...,1,) is a "group of isogenies”.
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CSIDH protocol

Setup
e primep=4-/(;---f,—1, where l1,...,¢, are small odd primes.
o Ey:y?>=x3+ x over F,.

o X ={E:y?=x3+ Ax? + x supersingular, A € F,,}

e M={—m,..., m} small range
e G={(l1,...,1,) is a "group of isogenies”.
Key Exchange
Alice
o a=(ay,...,a,) € M" Ea . e Mn
AN ;B o B b Eg.
o Fp:y?=x3+Ax® +x . o Fg:y?=x3+Bx>+x

Eg = Egia = Eaup < En



CSIDH example

e Alice: a=(2,-1)
= Ep:y?=x3+6x%+x

‘/@

Ny

p=59=4-3.5—1.



CSIDH example
o T

e Alice: a=(2,-1)
= Ep:y?=x3+6x%+x

° b=(-1,-2)
= Ep:y?=x3428x>+x

@—> G

p=59=4-3.5—1.



CSIDH example
/@

e Alice: a=(2,-1)
= Ea:y?=x34+6x>+x

o cb=(-1,-2)
= Eg:y?>=x3+28x>+x

e shared secret:
Epsg = Esa:

y? =x3+11x% + x. & @
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