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Security is modelled as a game between a challenger and an adversary.

Security reduction

e We turn adversary an A against the scheme into an adversary 3 that solves a
computationally hard problem.

A reduction is called tight if A and B

e have about the same advantage.

e run in about the same time.

Relevance: tells us how to choose system parameters



Difficulties in Proving Tight AKE

The commitment problem

e Need to be able to answer key-reveal and test queries for all sessions

e Need to avoid guessing the test session(s)



Difficulties in Proving Tight AKE

The commitment problem

e Need to be able to answer key-reveal and test queries for all sessions

e Need to avoid guessing the test session(s)

Long-term key reveals and tightly-secure signatures

e Signatures to achieve explicit authentication
e Need to answer adaptive corrupt queries and output secret signing keys

e At the same time: extract the solution to a hard problem from a signature forgery
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*Non-tight only with respect to a symmetric primitive when allowing state reveals
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Observation: The adversary must learn ks and E(ka, sk) to obtain sk.
— Trivial attack, no test session.

But: we need to simulate correctly!

Yet another commitment problem

e After a state reveal, we don't know whether the adversary will later corrupt the user or
test the session.

e Need to know all ephemeral secret key hidden inside the state.
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KEM: additional algorithm Encaps™(sk) — (c*, K*)
e Encaps ~. Encaps” for many key pairs, even given secret keys
e (pk,Decaps(sk, c), c*, K*) ~ (pk, Decaps(sk, c), c*, $)

We show how to build such a KEM using universal, Hash Proof Systems based on (M)DDH.

Symmetric Encryption: standard CPA security
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Goal: MU-EUF-CMA®°™ security

e Previous schemes: in the ROM or tree-based

e Efficient scheme by BHJKL15, but the proof is flawed

tightly-secure affine MAC = tightly-secure SIG

BKP14 single-user setting
BHJKL15 multi-user setting
Our Work multi-user setting with corruptions

We extend techniques of the LP19-HIBE to fix the scheme.
Still efficient: |vk| = 1|G|, |o| = 5|G| (instantiated under SXDH)

11



Contributions

A new efficient and tight AKE protocol in the standard model.

Security in a stronger security model, when allowing a non-tight reduction to the
symmetric primitive.

The first efficient and tightly-secure signature scheme supporting corruptions.

ePrint: ia.cr/2021/863
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