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Asymmetric Bilinear Groups
e ¢: Gy xGy — Gt
e Gy is smaller and faster

e supports efficient hashing into G4

Generic Group Model (GGM)

e group operations via oracle access
e allows to prove lower bounds for generic adversaries

e much simpler and more efficient schemes
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1. support expressive policies (boolean formula and monotone span programs)
2. tight, adaptive (many-ct, many-sk)-security in the GGM and ROM
o Adv < ¢*/|G|
3. smaller ciphertext/key sizes and better efficiency

e most elements in Gy
e randomness re-use
e fewer pairings

Additional Properties
e no restrictions on size of policies or attribute sets

e arbitrary strings as attributes (e.g., street addresses)
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ABE based on Pair Encoding Schemes (PES-ABE)

Describe exponents as linear functions ¢, k in variables b, s, r, «
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MPK = [b], [a] 7 L~ s = encryption randomness
cty, = [c(s ® b)]1, [c2(s)]2 L» r = key generation randomness

sk, = [k;(a, r,b®r)], [kf(r)]z
/i/ P(x,y) # 1 (symbolic security)

K = [as[1]] 7
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